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Harlan Carvey has updated Windows Forensic Analysis Toolkit, now in its fourth
edition, to cover Windows 8 systems. The primary focus of this edition is on
analyzing Windows 8 systems and processes using free and open-source tools.
The book covers live response, file analysis, malware detection, timeline, and
much more. Harlan Carvey presents real-life experiences from the trenches,
making the material realistic and showing the why behind the how.

The companion and toolkit materials are hosted online. This material consists of
electronic printable checklists, cheat sheets, free custom tools, and walk-through
demos. This edition complements Windows Forensic Analysis Toolkit, Second
Edition, which focuses primarily on XP, and Windows Forensic Analysis Toolkit,
Third Edition, which focuses primarily on Windows 7.

This new fourth edition provides expanded coverage of many topics beyond
Windows 8 as well, including new cradle-to-grave case examples, USB device
analysis, hacking and intrusion cases, and "how would I do this" from Harlan's
personal case files and questions he has received from readers. The fourth edition
also includes an all-new chapter on reporting.

Complete coverage and examples of Windows 8 systems●

Contains lessons from the field, case studies, and war stories●

Companion online toolkit material, including electronic printable checklists,●

cheat sheets, custom tools, and walk-throughs
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8 systems. The primary focus of this edition is on analyzing Windows 8 systems and processes using free
and open-source tools. The book covers live response, file analysis, malware detection, timeline, and much
more. Harlan Carvey presents real-life experiences from the trenches, making the material realistic and
showing the why behind the how.

The companion and toolkit materials are hosted online. This material consists of electronic printable
checklists, cheat sheets, free custom tools, and walk-through demos. This edition complements Windows
Forensic Analysis Toolkit, Second Edition, which focuses primarily on XP, and Windows Forensic Analysis
Toolkit, Third Edition, which focuses primarily on Windows 7.

This new fourth edition provides expanded coverage of many topics beyond Windows 8 as well, including
new cradle-to-grave case examples, USB device analysis, hacking and intrusion cases, and "how would I do
this" from Harlan's personal case files and questions he has received from readers. The fourth edition also
includes an all-new chapter on reporting.
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Editorial Review

Review

"... this book is well written and easy to read…has some material of interest to experts…"--Computing
Reviews, Windows Forensic Analysis Toolkit, 4th Edition

"...technical detail is extensive here and those realworld examples mentioned earlier are worked through in
intricate detail. You will definitely want to try this at home…" -Network Security, Nov 2014

About the Author
Harlan Carvey is a senior information security researcher with the Dell SecureWorks Counter Threat Unit -
Special Ops (CTU-SO) team, where his efforts are focused on targeted threat hunting, response, and
research. He continues to maintain a passion and focus in analyzing Windows systems, and in particular, the
Windows Registry.

Harlan is an accomplished author, public speaker, and open source tool author. He dabbles in other activities,
including home brewing and horseback riding. As a result, he has become quite adept at backing up and
parking a horse trailer.

Harlan earned a bachelor’s degree in electrical engineering from the Virginia Military Institute, and a
master’s degree in the same discipline from the Naval Postgraduate School. He served in the United States
Marine Corps, achieving the rank of captain before departing the service. He resides in Northern Virginia
with his family.

Users Review

From reader reviews:

Roxanne Mazon:

Do you one of people who can't read enjoyable if the sentence chained inside the straightway, hold on guys
that aren't like that. This Windows Forensic Analysis Toolkit, Fourth Edition: Advanced Analysis
Techniques for Windows 8 book is readable by simply you who hate the perfect word style. You will find
the data here are arrange for enjoyable studying experience without leaving also decrease the knowledge that
want to provide to you. The writer connected with Windows Forensic Analysis Toolkit, Fourth Edition:
Advanced Analysis Techniques for Windows 8 content conveys thinking easily to understand by lots of
people. The printed and e-book are not different in the written content but it just different as it. So , do you
even now thinking Windows Forensic Analysis Toolkit, Fourth Edition: Advanced Analysis Techniques for
Windows 8 is not loveable to be your top checklist reading book?



Anthony Wood:

Your reading sixth sense will not betray a person, why because this Windows Forensic Analysis Toolkit,
Fourth Edition: Advanced Analysis Techniques for Windows 8 book written by well-known writer whose to
say well how to make book that can be understand by anyone who read the book. Written within good
manner for you, dripping every ideas and writing skill only for eliminate your own personal hunger then you
still hesitation Windows Forensic Analysis Toolkit, Fourth Edition: Advanced Analysis Techniques for
Windows 8 as good book but not only by the cover but also by content. This is one book that can break don't
ascertain book by its protect, so do you still needing one more sixth sense to pick this!? Oh come on your
reading sixth sense already told you so why you have to listening to another sixth sense.

Phillip Chadwick:

Are you kind of busy person, only have 10 or 15 minute in your moment to upgrading your mind talent or
thinking skill possibly analytical thinking? Then you are receiving problem with the book when compared
with can satisfy your short period of time to read it because this all time you only find reserve that need more
time to be study. Windows Forensic Analysis Toolkit, Fourth Edition: Advanced Analysis Techniques for
Windows 8 can be your answer given it can be read by an individual who have those short extra time
problems.

Brian Scheele:

Reading a book make you to get more knowledge from the jawhorse. You can take knowledge and
information originating from a book. Book is created or printed or created from each source that will filled
update of news. With this modern era like currently, many ways to get information are available for you
actually. From media social including newspaper, magazines, science publication, encyclopedia, reference
book, story and comic. You can add your knowledge by that book. Are you hip to spend your spare time to
spread out your book? Or just searching for the Windows Forensic Analysis Toolkit, Fourth Edition:
Advanced Analysis Techniques for Windows 8 when you necessary it?
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